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Abstract—The proliferation of software applications has great impact on our lives. It not only saves the time but
also makes the life easier. The aim of this research is to design and develop a software application that could help
the managers to maximize the office productivity by monitoring the computer activities of each employee. This
system provides the server application that logs the employees’ computer usage and archives them at central server.
Authorized users like managers can retrieve this information like web history, printer usage, installed applications,
running programs etc from server using web based interface.
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Introduction System Design
Organizations are established to achieve special The system is based on a powerful MS Windows
goals. Employees of these organizations are the based application that runs on employee PC. This
problem solvers who work to achieve these goals. If application runs in background and employee may be
employees behave like givers then office profitability, unaware of this.
productivity and efficiency increases. Success of an Application monitors the activities of employee
organization depends on the behavior of its employees. on his system and collects the information like running
Some employees misuse the company computer applications, installed applications, browsing history,
technology for personal use and abusing the company sent and received emails etc. This information is stored
privileges. Employees misuse the internet for social on employee PC.
networking, personal emailing and in reading news [1]. After specific intervals of time, this information
They installed their applications for personal use and is sent to central server where it is saved in the
spend most of their time in playing games. They use database. Managers can access the employee
office resources like printer for personal use and use information using web browser which gets data from
removable devices to copy company’s confidential central server.
data for misuse. A. Components of system:
To avoid all such activities and to gain more Office monitoring system consists of 3 basic
control over the employee’s activities, for best components that are given below:
performance evaluation of employees and to save 1) Server application:
company’s resources and confidential data from being This application collects data for central server
deleted or copied, a system is proposed called office and runs on employee PCs in background.
monitoring system which monitors the employees’ 2) Central server:
activities. This server contains the employee’s activity data
To get data about employees activities, an that is sent from server application through internet.
application is designed which runs on employee’s PC 3) User Interface:
in background, monitors the activities of employees Managers and CEOs may use web based interface
and stores them to the central server. to retrieve data from central server.
Section 2 describes the system design, component B. Use-case:
of the system, usecase diagram, entity relationship Use case diagram is used to show interaction
diagram, and class diagrams of the system. Section 3 between user and the system. following diagram shows
describes system specifications. Section 4 and 5 use case which has 2 actors; manager and employee.
describes  system implementation and results Employees can do activities and managers can view
respectively. employee’s activities.
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Figure 1: usecase diagram

C. Data model:
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ERD diagram shows relationship between entities and provides graphical representation of entities [2].

ERD for the proposed system is given below:

Installed applications Drive Info
Usb Data
Emp no Emp no
EEREN bt App name 4 Drive Name
Copied file
Installed date Change Type
Time of copy
Directory Full path
Time of change
Browsing History e Running applications
Employee Information
Emp no Emp no
1
iR —¥ Pk Mac address H e
11 |
Title %‘H‘ Ysername o f Start Time
fk Emp no s .
Visiting Time =B Closing Time

Outlook email

Printer Info

Emp no

Document Name Working Time

Time of printing Emp no

No. of pages Login Time

Logoff Time

No. of copies

Printer Name

Emp no
Sender Email
Receiver Email
Subject
Attachments
Time of Email

Folder Name

Figure 2: Entity Relationship Diagram System Architecture:
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System architecture consists on server application that runs on employee’s computer, central server and web

interface
System architecture is given below:

Employee

server application

Internet
login/logoff time

browsing data

USB data

Installed applications info
Running application info
printer monitoring
drive monitoring

outlook email monitoring

central server

oracle database

website for managers and
CEO

o

i
&k&f)

employee information

=K Internet —]

login/logoff time E‘f_u_p
USB data -.:

B3 o .
installed app %

browsing data

running apps ﬁ,aii
printer info Eg
drives info -

outlook info

Figure 3: system architecture

D. Class diagram:

Class diagram of the server Application is given
below:

System specification Technologies which are
used to implement the system are given below:

a) Visual C# is used to build sever application
which is general purpose programming language that
uses.net framework [3].

b) JAVA programming language is used to
access data from central server.

c¢) JSP/Servlet technology is used for web
development to display data on webpages.

d) The Database or backend can be created on
relational database management system like oracle
database. [4] Oracle database is used to store relational
data. this database is self-managing and providing
great portability across major platforms [5].

System implementation:

System implementation consists of three main
parts

a) Server application to get data

b) Database for central server

c) Website to display data

E. Server application modules:

This app has 8 major modules which are
implemented using C# and described below:

1) Login/logoff time:

This module gets the login and logoff time of the
employee which shows the working hours of
employee.

2) USB Reader:

32

This module gets information about the data
which is copied to USB from employee PCs. hence
provide security to office data.

3) Browsing history:

This module keeps track of browsing history of
employee’s system

4) Drive monitoring:

This module checks that is any new file, folder or
any type of data created, deleted or renamed in drives.
if any changes occur in drives then it gets information
about change type, time of changes, name of drive
where changes occurs, name of data which is created,
deleted or renamed and full path where changes occur.

5) Printer Information.

This module monitors which document is going
for printing from employee’s system. It gets document
name, time at which document is sent for printing,
number of pages and number of copies of document,
printer name where it is sent for printing.

6) Running applications:

This module keeps track of all applications which
are running on employee PCs. It also keeps track of
application starting time and closing time.

7) Installed Application:

This gets information about all installed
applications, time of installation and directory where
the applications are installed.

8) Outlook data:

This module gets outlook emails information.
Information includes sender email id, receiver email
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id, email subjects, email time, attachment names, size
of email in kb.

F. Central server:

To store data, oracle database is used. All server
application’s modules send data through internet to

central server where all employees data is stored and
retrieved by webpage to display them to managers.

G. Website:

A website is designed for this system where
managers can login to watch employee’s activities.
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Figure 4: class diagram of server app
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Results login page for the managers and CEO. Is shown
snapshots of the results are given below: below:

58 @ iemivingyien < Br B e e S T

office moniboring system

Name

aines_nazi@yahoa.com

p;ibill'\}.f ul

Figure 5: login page for managers

Snapshot for login and logoft info of the employee is given below:

login logoff info y
period: to selected employee mad all employey ; \ if

Show [EIIEY entries
login logoff. user name mac address
5/1/2015 3:41:16 PM. 5/1/2015 3:4125 PM AINEE-PC 642737D79B1B

Showing 1 to 1 of 1 enries

o Figure 6: login/logoff info

Result for installed application is given below:

| | Enter/Ciear | Select employes

Installed app[icaﬁon inﬁ) 4

period: 13-Jan-2014 to 19-May-2015 s beted employegiiilac: 370Z981B ) i
Show [[HE entries

ication name D installed path mac address

AKSA BVS@Intemet Prerequisite 11/3/2014 null 642737D79B1B
CPU-OS Simulator 2112015 C:\Program Files\CPU-OS Simulator’ 642737D79B1B
DjVu Viewer 3122015 C:\Program Files\DjVu Viewer\ 642737D79B1B
Facebook Video Calling 3.1.0.521 8/9/2014 ull 642737D79B1B
JTava 7 Update 43 1211572014 C:\Program Files\Java jre7\ 642737D79B1B
JTava § Update 25 11/3/2014 aull 642737D79B1B
Java Auto Updater 11/3/2014 null 642737D79B1B
JTava SE Development Kit 7 Update 11 211772014 C:\Program Files\Java'jdkl.7.0_11\ 642737D79B1B
LibUSB-Win32-1.2.6.0 11127:2014 C:\Program Files'LibUSB-Win32\ 642737D79B1B
LibUsbDotNet 22.8 1/6/2015 C:\Program Files LibUsbDotNet\ 642737D79B1B

Showing 1 to 10 of 30 entries

Figure 7: installed application list
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Results for browser history is given below:

. visited r
URL ‘ Title ‘ el | o address ‘ : ‘
https/www 200gle com pl/url?

i & bércd=88cad=r CEAQFALGuri=http%3A%2F% 472972015 s
Fjavaittaolbox com¥2F group i ional®2Fjave 1242Fhow-to-inchude-date-picker-injsp-p ull 83021 673DMBIB AT
20240108 ei4vhAVb- AM =
mCSSeuzS_AGABA&nsg=AFQCNEuizeBDNKISLwPrdEG2NPHP1z8W A&bvm=by 92189499 d c2E .
https/fsw. zoogle.com pl/url? B—

el e ESQ Aot hiipHO e, ull L4145 eomyDmBB ATEE
Fforums asp net%:2F(®:2F283880 2spr%3F Trim%Bfunction®2Bin%BC%2BSharp & s=6eRDVILDuGaTgh- = o e PC
YHoDwusg=AFQICNErRgvall63Qo3GocE 113iapu0QA&bvm=by 92291466.d c2E i
https://ww google com pl/url? T

& bacd=94 CFAQFAL 3A%2F% a2 AINEE

jée : p i
TFsrswow selschools com% FaspnetISIE &ei-Aye TVY T1He AG&usg-AFQCNHauDmOSL 0Nt Vikee11- o s PR e
6EWVSNIA&bvm=bv 91665533,d bGQ
https://www google com pl/url?

&retidg 3 bécd-9&cad-rjaduact-88ved-0CFeQFALkur-hip%3A%2E% 512015 .
e e it 60 Etips-amd tricks% F creata ok ks with spras 1 pest sl 41914 62T3DIBIE 0
one-defaut.servlet handlert AM -

IF &e=AWFDVh2wIsPmuQSSulHzCQ&usg=AFQiCNEmqNuS Ym9Y9GL 931 e dP3SpNVCE&bvm=by 92189499 d c2E
https//www.zoogle com plurl? I

g = biscd S QAL PEARA ull o e
T o S e TR |9 F53S 0ok vt e 1) T P s S = e PC
‘zonedei-Ulk VYuKEDKaOTNzPal &usg=AFQiCNGzLyleomGGRLwoiduZZ3mdhiV CEQ&bvm—by 91665533 d.d2s

12772015 s
https//wvww.google com plowebhp Ysource instant&ion—1 &espy=2&ie=UTES Google 63557 GA3DIBIB A
AM -
1272015 A
https/fwvww.zoogle.com plowebhp Ysource i i pv=2&ie=UTE $2q=csc%20login ull 63605 GIDTBIE 0
AM -
42072015 )
hitps/fsww google com/settingsauthuser—0&hl-en Acooml 50y 67 sazToER  ADNEE
seitings 4ot rC
Account YL ANEE

Figure 8: browser history

Snapshot for usb data that copied to usb is given below:

Drive copied File Time mac address Lser name

@ fi.Jth _se?'uesterNew folder\chnistulbert-datepicker-beddeb2  5/12/2015 12:10:08 STIDTEIE ADNEERC
\datepicker;s M

3 G:\Tth semester'New folder\chnshulbert-datepicker-be2deb  3/12/2015 12:10:08 FrRB 3 ‘

& \datepicker-example htnl ™ GETRIE ADNFEFC
.‘ul ‘v 9 " - = s I r | ‘|’ | o

o F&Tm _se_mesterNew folder'christnilbert-datepicker-beldeb? — 3/12/2015 12:10:08 STDTRIE ADNEEEC
\datepicker.css 3

5 (G:Tth semester New folder'chnishntbert-datepicker beldeb? /122015 12:10:08 o ;

G \README.md M 642737DT9B1B AINEE-PC

o G ‘?ﬂ:_se_me.sterNew folder\chrishulbert-datepicker-beddeb2 51272013 12:10:08 SOTTDTRIR ADNEERC
timepicker js M

@ (5t semesterprofect TOMLLR - nsmmeie AINEERC

Figure 9: usb data

Snap shots of the changes that occurred in drives are given below:

drives [n_fo A

period: to selected employee mac: 6@@737D79B1B

Show m entries

drive name change Trpe ‘ path Info time mac address user name
D ] Eezz:tﬁ::;;pggﬁm renamed to D:\Tth ii.;),ﬁli 44917 642737D79BIE AINEEPC
DA Deleted D:\Tth semester'projectiasdb.titis deleted j&m” 9B BB AINEE-PC |
D Created D:\Tth semester'project New foldenis created if:"lﬁli EEE 642737DT9BIB AINEE-PC
D Deleted D:\Tth semester'project New folderis deleted i‘i“lﬂli e 64273TDTOBIB AINEE-PC

Figure 10: drives info

Snapshot for the printer information is given below:
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Printer informat ion

period: to selected employee mac: 6QR737D7981B

Show (I entries

document name

submit time printer name

HP LaserJet

user name

Microsoft PowerPaint - 5/12/2015 6:41:51 §
i 10 4 i P2030 Sefies 642737D19B1B
’ - 5 - HP LaserJet
Microsoft PowerPoint - 5/12/2015 6:42:16 i e 37D
Compiler 17052013 9 6 AN P2030 Series 642737D79B1B
PCL§
5 5 HP LaserJet
s Lot st 1 1 SRR e 642737DT9B1B AINEE-PC
Presentationl AM PCLG

Showing 1 to 3 of 3 entries

Figure 11: printer information

Snapshot for outlook emails is given below:

show [ERIES entries

= . " 3 . size -
folder sender email receiver email subjeet time i attachments mac address
3/1172015
pobox ainee_riaz@yahoo.com sinee_riaz@yahoo.com 1st mail 7:24:03 £ , filess jpeg 642737DT9BIB  HLVEE-
folder = PC
3/11/2015 5
Inbox ainee_riaz@yahoo.com ainee_riaz@yahoo.com 1st mail 724:17 96 . filess jpez 642737DT9BIB  ALVEE-
folder s PC
3/11/2015
1{::“’; ainee_riaz@yahoo com ainee_riaz@yahoo.com L 727-40 96 . filess jpeg 642737D79B1B I;CA"NEF’
Microsoft
Office 3/11/2015
Iobax ainee_riaz@yahoo.com ainee Ouflook 7:12:48 10 No Attachment  642737DTOBIB L EE-
folder PC
Test AM
Message
g;‘;:;’" no email no email no email null i no email 642737D7T9B1B gm
Sent 3/1/2015 ATREE
Ttems since_riaz@yahoo.com sinee_riaz@yahoo.com 1st mail 5:11:56 90 filess jpeg, 642737DI9BIB o
i
Figure 12: outlook emails
Snapshot for running application is given below:
Runnmg a_pp[lcahons mfo A ey

period: to selected employee mag } . P

Show m entries
application name start time exit time mac address user name
wloment 3.4.3 buld 4009D 32- 5141534210 BPM 5117201534511 PM  642737D79B1B AINEE-PC

bi]
Figure 13: running application

Snapshot for the complete webpage is given below. Where you can select a range of date and employee to get
specific data in that range and can select any specific module like printer info, usb info etc.

selecome Bo Moniboring Sysbem Lomom

11-May-2015 ﬂzwapzms —J EnteiiClear | Seiect employee E.
[Setect employee
Sedect all

-iiﬁ gt

itge//ocalhest:3080/ HeloSpringd login®c3d &L Local intranet | Protected Mode: OFf G- RI% -

Figure 14: selection criteria
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Conclusion

This work has proposed a system which monitors

the employees’ activities on office computers and save
them to central database. System also protects the
company data from being copied or deleted and also
monitors the printer utilization. Authorized persons
like managers and CEO can view the data using web
interface. This system performs continuous monitoring
of employees PCs and helps the managers to evaluate
employees’ performance in an efficient way.

References

1. Cernok, Konecny, Lulajka. CKL Design -
Employee Monitoring System Implementation.
s.l.. BC 302 — Professional Communication,
2012.

2.  entity-relationship diagram (model). Webopedia.
[Online] [Cited: May 6, 2015.]

6/24/2018

37

http://www.webopedia.com/TERM/E/entity relat
ionship_diagram.html.

Visual C# resources. Visual Studio. [Online]
[Cited: May 4, 2015.]
https://msdn.microsoft.com/en-
us/vstudio/hh341490.aspx.

Functional Description of Online Medical
Management System Using Modern Technology.
Priyanka Patil, Sruthi Kunhiraman, Rohini
Temkar. Issue 6, s.l.: International Journal of
Engineering Science and Innovative Technology
(IJESIT), 2013, Vol. Volume 2. ISSN: 2319-
5967.

Introduction to the Oracle Database. Database
Concepts. [Online] [Cited: MAY 6, 2015.]
http://docs.oracle.com/cd/B19306 01/server.102/
b14220/intro.htm.




